CYBER SECURITY -
AWARENESS MONTH AVerltau

WHAT IS
WHALING?

Whaling is where a cybercriminal impersonates a senior
member of staff and sends a communication under their
guise. It's similar to phishing but specifically targets
senior people in the organisation - also called 'CEO fraud'.

How it works

email from VS email from
john.smith@council.gov.uk john-smith@council.uk

The email might ask you to urgently change finance details
of a creditor, actually giving the bank details for the
fraudster. This is known as mandate fraud. Whaling is also
used by cybercriminals to install malware or ransomware.

ALWAYS check you know who you're talking to
NEVER bypass internal procedures

‘6 One of the BIGGEST RISKS
facing businesses

Only 3% of LENERSN MILLION lost
to whaling is recovered

FINANCIAL LOSS

LOSS OF DATA

REPUTATIONAL DAMAGE
RANSOMWARE

Risks...

Look out for

Sense of Spoofed Sender

urgency emails address
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