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MANDATE FRAUD

Mandate fraud - also known as payment diversion fraud -
is where a cybercriminal poses as a creditor or supplier.
It’s a growing risk, and sometimes happens when an
account has been hacked due to poor password security.

How mandate fraud works

EB Subject: Urgent bank detail change -0 X

From: james@boxconstruction.uk

Hi,

Please be adviced we have new bank details:
Sort code: 20-96-13 and Account no: 46341783

Can you change this as soon as possible.

Thanks,
James The supplier’s real address is
Box Construction Ltd Jjames@box-construction.co.uk
This email is from a fake
account.

The bank details The next invoice is
are changed on the paid to the fraudsters’
creditors system. account rather than

the real suppliers.
20-96-13
46341783

€€ public sector organisations are particularly
at risk due to the high volume of transactions b 3

Luton Council recently
suffered a mandate fraud
attack, in which organised
criminals stole £1.1million
intended for a school fund.

Helping to prevent mandate fraud

Always... . Follow agreed Keep your
verification E passwords

processes secure

Look out Sense of Odd tone,

for... @ urgency or grammar
pressure and spelling

For more info, speak to your IT team, or visit veritau.co.uk



