Privacy Notice: Employees and Directors of Veritau

The Veritau group consists of Veritau Limited and Veritau Public Sector
Limited. The group acts as a single trading entity and is referred to in this
notice simply as Veritau.

The registered address of all Veritau companies is:

West Offices
Station Rise
York, YO1 6GA

Veritau can also be contacted at:
01904 552943
enquiries@veritau.co.uk

Veritau has appointed Robert Beane as its Data Protection Officer
(DPO). The role of the DPO is to advise on compliance with GDPR,
current Data Protection legislation and associated legislation. He can be
contacted at

01904 552943
information.governance@veritau.co.uk

The types of personal information we collect

We process information relating to the employees and directors of Veritau
including:

e Personal identifiers (eg name, address, date of birth)*!

e Previous work experience and qualifications (including copies of
certificates and employment references)*

e Information about employees’ right to work in the United Kingdom

e Financial information*, to facilitate salary and expenses payments,
including bank account, tax code, and national insurance number;
and mandatory and voluntary deductions including pension
contributions

e Information about attendance and performance*. This may include
“audit trail” data such as activity monitoring, generated by your use
of case or customer management systems and databases.

e Photographs for use on ID badges and IT systems (eg email and
Teams) and for promotional material

e Personal and private interests* (including potential conflicts of
interest)

! Items with an asterisk (*) must be provided under either a contractual or legal
obligation
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e information relevant to a grievance or disciplinary matter
concerning yourself directly or indirectly

We also collect personal data of other individuals who have been
nominated by you as an emergency contact.

we may also collect special category personal data:

e Information about protected characteristics you may have, in order
to ensure that Veritau meets its legal obligations, or meets other
standards it has adopted (such as Investors in People or the Good
Business Charter)

e Trade union membership

e Medical information where it is required to provide support in the
workplace or to make reasonable adjustments

e Criminal record, where relevant to your post

e Other special category data if relevant to a complaint, grievance or
apparent conflict of interest

Further information on the use of such data can be found in the
Appropriate Policy Document or by consulting the Data Protection Officer.

How we collect your personal information

Much of the personal information we process is provided to us directly by
you. Veritau also generates new information about you in the course of
your employment or directorship. We also receive personal information
indirectly, from the following sources:

Previous employers

Referees or nominators

HM Revenues and Customs (eg PAYE tax code)

The Disclosure and Barring Service (DBS), if relevant to your post

Our purposes in using your information

We use your information to enable us to manage the relationship between
you and Veritau as employee and employer, in:

o fulfilment of Veritau’s obligations to you as your employer

e the performance of your duties as an employee or director

o fulfilment of Veritau’s obligations to others, as an employer (eg to
collect income tax)

We also use your data to support Veritau’s business functions, including
managing its relationship with its clients, and in promoting its services
and negotiating new contracts

We may disclose your personal data to:
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e Current and prospective clients

HM Revenues and Customs, courts and other recipients of
mandatory salary deductions

Department for Work and Pensions

North Yorkshire Pension Fund

External training providers and examining bodies

DBS, to conduct criminal record checks

Recipients of voluntary deductions such as Unison, charities and
approved providers of salary sacrifice benefits

e Companies House (directors)

Personal data may be included in evidence provided to, for example,
external auditors, regulators (such as the ICO), or business improvement
bodies to which Veritau subscribes (eg Investors In People).

Some information may be used to promote our services to prospective
clients or in connection with the ongoing delivery of services. This
information will typically be names, job titles, work email addresses and
telephone numbers, and qualifications. Photographs may also be
published on the Veritau website and on social media.

Where you have asked us to, Veritau may provide a reference to
prospective future employers, landlords, letting agents, or mortgage
brokers.

We also provide your data to the following recipients which act on
our instructions:

e North Yorkshire Council, which provides us with payroll, HR and
related services

e City of York Council which provides us with IT services including
storage

e Suppliers of services such as case management or other IT systems

Under the UK General Data Protection Regulation (UK GDPR), the
lawful bases we rely on for processing this information are:

Your consent
Processing reliant on your consent includes

e making voluntary salary deductions
e providing references

You may withdraw your consent at any time by contacting your line
manager.

Veritau has a contractual obligation to you under your contract of
employment (or, for directors, terms of service)

Examples of reliance on contractual obligation include
e Payment of salary or expenses
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e Making adjustments to accommodate your disability, or your
religious or other such obligations

Veritau has a legal obligation
Examples of reliance on legal obligation include

e payment of income tax and national insurance, or of salary
deductions under a court order

e establishing that you have a right to work in the UK

e investigating workplace safety incidents

Veritau has a legitimate interest.

Veritau has a legitimate interest in processing your personal data in order
to

e manage and supervise your work, including your performance and
development

e engage with its clients, suppliers, member councils, and other
businesses and organisations, through your interaction with their
staff

Veritau relies on it being in your legitimate interests for it to process the
personal data of your emergency contacts.

Special Category and Criminal Offence data

Veritau may process such data for any of the purposes above. Further
information on the legal bases for doing so can be found in its Appropriate
Policy Document or by consulting the Data Protection Officer.

How we store your personal information

Veritau keeps the personal data it holds safe from loss, corruption or
unauthorised disclosure. It has a nhumber of measures in place to do this
including:

e Training for all employees on how to handle personal data

e Policies and procedures detailing what employees can and cannot
do with personal data

e Where possible, minimising the items collected or processed in the
first place, and complete anonymisation following statistical analysis
of sensitive data?

e Appropriate IT security safeguards such as firewalls, encryption,
and anti-virus software. These are a feature of the IT infrastructure
provided to Veritau by City of York Council (CYC), and are updated
and amended from time to time by CYC

e Physical security measures to protect documents and electronic
equipment, including locked offices, cabinets and key-safes.

2 Eg when gathering and using sensitive data to monitor and improve fair and equal
treatment by the company in such matters
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Veritau keeps personal data relating to employees and directors for as
long as is required to fulfil a legal obligation or if there is an
organisational need to do so. Veritau’s retention and disposal schedule is
under development and aims to set out the period of time for which
information is kept.

Your rights over your data

Data protection law sets out circumstances under which you may have
certain rights, including:

e To be informed about how we process your personal data. This
notice fulfils this obligation but if you have further questions please
contact the Data Protection Officer

e to request access to the personal data that we hold, and be
provided with a copy of it

e to request that personal data is amended if inaccurate or
incomplete

e to request that personal data is erased where there is no compelling
reason for its continued processing

e to request that the processing of personal data is restricted

e to object to your personal data being processed

These rights are not absolute. Certain ones may not be available to you,
depending on the legal basis on which reliance is placed. Exemptions
provided by current data protection legislation may also restrict these
rights.

You are not required to pay any charge for exercising your rights. If you
make a request, Veritau will respond to you within one month. If you wish
to make a request please do so to your line manager or, for directors, to
the Chief Executive.

Transfer of personal data outside of the United Kingdom

Generally the personal data that Veritau processes will be held within the
United Kingdom. However, some data processors or sub-processors may
hold your data on computer servers which are located within European
Union countries or elsewhere. Veritau will take all reasonable steps to
ensure your personal data is not processed in a country that is not seen
by the UK government as offering adequate data protection, unless with
additional legal measures to maintain that protection.

How to complain
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If you have any concerns about the use of your personal information, you
can make a complaint to your line manager or to the data protection
officer named above.

You can also complain to the Information Commissioner’s Office (ICO) if
you are unhappy with the way we have used your data, at

Wycliffe House

Water Lane

Wilmslow

Cheshire

SK9 5AF

Helpline number: 0303 123 1113
ICO website: https://www.ico.org.uk
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